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Executive Summary
Case: 1450145

November 15, 2022

323 Dr Martin Luther King Jr Blvd

Newark, NJ 07102

Suspect: Kyle James Smith

Details: It was reported that a Kyle James Smith has been seen downloading unauthorized software on the 
WJTB club PC. Further investigation by the IT staff found that the computer was used to gain privileged access 
to NJIT’s internal network to potentially steal data. The IT Department notified the department manager and 
Police. Upon questioning by police, Kyle was suspended from NJIT pending the results of the investigation. A 
warrant was issued by the police and notified the forensics unit who consicated the computer as evidence on 
November 15, 2022.



Case Correspondence
IT 330 Forensic Team
323 Dr Martin Luther King Jr Blvd
Newark, NJ 07102

Dear Forensic Team,

We have reason to believe that a student is currently using the school WiFi to conduct illegal activities. Based upon our servers, 
this student has high traffic from his personal device within the student’s dorm room and also at the the school’s radio station, 
WJTB, computer. We would like you to conduct an investigation on this student and whether this student was involved in any 
illegal activities.

The police have been notified and a search and seizure warrant has been issued. Thank you for your help in this matter. You may 
contact me at jks34@njit.edu for further information.

Regards,
Jason Sanders - NJIT’s Head of IT Administration



Objectives
� Determine what violations occurred using NJIT’s 

Acceptable and Responsible Use Policy

� Determine what applicable local, state, and/or federal laws 
were violated



Acceptable Use 

� NJIT information assets and resources are expected to be used for NJIT 
related purposes that is in regards to legal, ethical of openness and integrity 
of NJIT's culture.

� Authorized scholarly, business, research, and university-related purposes. 
� Users are responsible for all activities on the User's account or that 

originate from the User's system.
� Using only legal versions of copyrighted software in compliance with 

vendor license requirements.



Unacceptable Use 

� Usage or disclosure of sensitive info without appropriate authorization
� Using information assets to compromise user accounts
� Engaging in activity that is harmful to NJIT's network and systems.
� Harassing, threatening or otherwise harming others by:

○ sending obscene, or abusive communications,
○ forging counterfeit communications or identities.



Computer Use Policy

� Guest may only use the guest assigned computers and will only have guest 
privileges. 

� Users will be responsible for legal and ethical usage of NJIT’s 
tools/resources and should not be used for negative purposes.

� Computer setups and configurations of the systems should not be touched 
or changed. This includes installation of any software or additions of 
hardware.



Violations

� “Any violation of this policy may result in disciplinary action, as well as 
civil and/or criminal action. NJIT may restrict or suspend a User’s access 
to Information Assets and Resources while the alleged violations are 
investigated and/or adjudicated. Disciplinary action shall be taken by the 
Dean of Students Office relative to student violations, and by the 
appropriate University officers relative to faculty, staff and/or university 
affiliate violations.” - NJIT’s Acceptable and Responsible Use Policy, 
Section VI. Violations



Search and Seizure Warrant



Search and Seizure Warrant



Search and Seizure Warrant



Computer Evidence
� Seized Gateway desktop computer

Picture of WJTB’s PC in their club room 
on November 20, 2022 before it was 
confiscated by Newark Police and 
Forensics Investigators. 



Computer Evidence Labeled
● External connections of the 

suspect’s PC
● Internal connections of suspect’s 

PC
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Image of the Hard Disk 
Form generated during 
labeling and dismantling of 
the equipment. 



Chain of Custody Log



General Analysis
� Received logs of suspicious FTP connections from IT 

team.
� Traced internal network to find the potential suspect 

device.
� Create backup image of VirtualBox image file found on 

suspect PC
� FTK Imager data acquisition on image file



Detailed Analysis
� Images from IT Department showing multiple ftp 

connections from suspect IP Address.



Detailed Analysis
� Image File Location:

� VirtualBox and Kali Linux Image file found on suspect PC
 



Detailed Analysis
� FTK Imager Create Image: 



Detailed Analysis
� FTK Imager Evidence File Tree



Relevant Findings
� Evidence of potential abuse of company policy, as well as 

evidence of potential computer fraud.
� A text file containing password hashes of company internal 

systems
� A text file containing the RSA Private Key used in the 

companies TLS certificates.
� Malware found on software called Metasploit used to exploit 

company equipment.



Relevant Findings
� Metasploit command logs found showing attacker 

exploiting internal system



Relevant Findings
� Internal Network etc/shadow file
� Found on suspects PC
� File transferred to suspects PC 

using FTP



Relevant Findings
� RSA Private Key
� Text file of the RSA Private Key 

used for the TLS certificate of the 
companies employee portal 
website.

� File transferred to suspects PC 
using FTP



Supporting Details
� The combination of the Metasploit and NJIT’s Internal 

Network log files suggest a violation company policies and 
procedures.

� The compromised files found on the suspect PC in 
combination with the FTP logs indicate the act of 
Computer Fraud.



Investigative Leads
� Further investigation of other devices that the suspect 

may have be in use of may determine if other potential 
victims and/or criminal activity exists.

� Further investigation of browser history on each of the 
suspects devices may determine if suspect stole 
information for financial gain.
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